YTBEPXIAEHO

[Ipotokon 3acenanus [legaroruyeckoro
coera ®PI'bOY AI10 UPITO

oT «24» aBrycra 2023 . Ne 9

OLHEHOYHDBIE MATEPUAJIbI
JAEMOHCTPAIIMOHHOI'O DK3AMEHA

Tom 1

(KoMIIekT O1ieHOYHOM JOKYMEHTAIINN )

Kox u HammeHoBaHue mnpodeccuu
(cmenuaJIbHOCTH) cpeaHero
npogeccuoHaIbLHOro 00pa3zoBaHMs

09.02.06 CereBOoe u
aIMUHUCTPUPOBAHHE

CHUCTCMHOC

HaumenoBanue KBaAJH(PUKAIMH
(HaMMEHOBaHWE HAIPABJICHHOCTH)

CeTeBOl U CUCTEMHBIN aIMUHUCTPATOP

denepalibHbIN rocynapctBeHHbii | ®I'OC  CIIO no cnenuanbHOCTH
obOpazoBarenbHblii cTangapt cpeanero | 09.02.06 CereBoe UM CHCTEMHOE
MpO(ECCHOHAIBHOTO 00pa3oBaHus MO | AIMUHUCTPUPOBAHUE, YTBEP>KICHHBIN
npodeccuu (CrnenualbHOCTH) CPETHETO | MPUKA30M MuHoOpHayku PO
poheCCHOHAIBHOTO obpazoBanus | ot 09.12.2016 Ne 1548
(@I'OC CIIO):
Bunap! arrectanuu: I'ocynapcTBeHHas UTOrOBas
aTTecTalus
[IpomexyTouHas aTTecTaIus
YpoBHH JIEMOHCTPAllMOHHOTO | ba3oBblii
DK3aMeEHa. ITpodunbHbIH
Mudp KOMILJIEKTa orneHouHoi | KO/ 09.02.06-1-2024

JOKYMEHTALNU:
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1. CIIMCOK UCMTOJIb3YEMBIX COKPAIIIEHUI

rocyapCTBEHHAsI UTOrOBasi aTTeCTAIIHs
JIEMOHCTPAMOHHBIN SK3aMEH

JIEMOHCTPAIIMOHHBIN 3K3aMeH 0a30BOr0 YPOBHS
JIEMOHCTPALIMOHHBIN 3K3aMeH NMPOPUIBLHOTO YPOBHS
KOMITJIEKT OI[EHOYHOHN JTOKYMEHTAIINH

oO0111ast KOMITETEHIIUS

OLICHOYHBI MaTepual

MIPOMEKYTOUHAST aTTECTAITUS

npodeccruoHanbHas KOMIETCHIIHS

cpeaHee mpodeccuoHaabHOe 00pa30BaHKe

dbenepaibHbIT roCy/apCTBEHHBIN 00pazoBaTeIbHBIMI
CTaHJapT CPEIHEro MpoQeCCHOHAILHOTO 00pa3oBaHMs, Ha
OCHOBE KOTOpOro pa3paboOTaH KOMIUIEKT OIEHOYHOM
JIOKyMEHTAIUU

HCHTP NPOBCACHUA ACMOHCTPALIMOHHOI'O 3K3aMCHA

2. CTPYKTYPA KO/

B ctpykrypy KO/:

1. KOMIUIEKC TpeOOBaHUU [JIi TMPOBEICHUSI JIEMOHCTPAIMOHHOTO
HK3aMEHa;
2. nepedeHb OOOpYy/IOBaHUSI M OCHAIICHUS, PACXOIHBIX MaTepUalioB,

CpeICTB 00y4YeHUS U BOCITUTAHUS;

3. MPUMEPHBIN TIJ1aH 3aCTPOMKH TIoMmaaku J13;
4 TpeOOBAHMS K COCTABY AKCIEPTHBIX TPYIIIL;
S. MHCTPYKIUU O TEXHHUKE 0€30aCHOCTH;

6 oOpaserr 3a/1aHusl.



3. KOJI

3.1 Kommiekc TpedoBanmii 1 npoBeaenus /I

Hpumennmocts KOJI. Hactossmuit KO/l npennasnaueH st opraHu3anuu
u nnposeneHus /10 (ypoBHeit [1D) B paMkax BUJIOB aTTeCTallUi 110 00pa3oBaTeIbHBIM
mporpaMmaM  CpeaHero  MpoeCCHOHAIBHOTO  O0pa3oBaHUs,  YKa3aHHBIM
B Ta0ymme Ne 1.

Ta6mauma Ne 1

Bua arrecranmun Yposens /19

I1A -

A bazoBrIi }IPOBGHB
[Tpo¢uiibHbIA YPOBEHbD

KO B wactu IIA, THUA (D BY) pazpaboran Ha ocHOBE TpeOOBaHMIA
K pe3yjbTaTaM OCBOEHHUs oOpaszoBarenbHOM mporpammbl CIIO, ycTaHOBIIEHHBIX
cootBercTBUM ¢ PI'OC CIIO.

KO B wactu TMA (D I1Y) pa3paboraH Ha OCHOBE TpeOOBaHMIA
K pe3ylibTaraM OCBO€HUs oOpa3oBarenbHOUl mporpammbl CIIO, ycTaHOBIEHHBIX
cootBerctBUM ¢ PI'OC CIIO, Bkitoyas KBalM(PUKALMOHHBIE TpeOOBaHUS,
3asIBJICHHBIC OpraHU3alUSIMH, paboTonaTensamu, 3aMHTEPECOBAHHBIMU
B MTOATOTOBKE KaJIpOB COOTBETCTBYIOIIEH KBATU(UKALIIH.

KO/l B wactu 'MA ([ID 1Y) BkiItoUaeT cocTaBHbIC YaCTH - HHBAPHUAHTHYIO
yacTh (00s3aTeNIbHYIO YacTh, yCTaHOBIEHHYIO HacTtosumMm KO/I) u BapuaTuBHYIO
yacTh (HeoO0s3aTeNbHYI0), COJEpKaHHE KOTOPOM ompenessieT oOpa3oBaTeibHas
OpraHu3alys CaMOCTOSITEIBHO Ha OCHOBE COJEP)KAHMS PEaTu3yeMOl OCHOBHOM
obOpazoBatenpHoM nporpammbl CIIO, Bkirodas kBanuduKalMoOHHbIE TpeOOBaHMUS,
3asBJICHHBIC OpraHU3alHSIMH, paboToaaTensmMu, 3aMHTEPECOBAHHBIMU
B IOJrOTOBKE KaJapOB COOTBETCTBYIOIIEH KBaIM(pUKALUKA, B TOM YHCIE
ABJIIONIMMUCS ~ CTOPOHOM  JIOrOBOpa O  ceTeBol  (opme  peanuzaunuu
oOpa3oBaTeNbHBIX MNporpaMM M (WJIKM) JIOTOBOpa O MNPAKTHUYECKOM IMOATOTOBKE

o0y4Jarommxcs.



Oﬁlllﬂe OpraHmM3alilMOHHbIC Tp@ﬁOBaHI/ISI:

1. JID HampaBieH Ha ONpPENEJCHUE YPOBHS OCBOCHHS BBITYCKHHUKOM
MaTepuana, MPeayCMOTPEHHOIO0 00pa3oBaTebHOM NPOrpaMMON, U CTENEeHH
c(hOpPMHUPOBAHHOCTH MPOPECCUOHATBHBIX YMEHUN W HABBIKOB ITyTEM IPOBEICHHUS
HE3aBUCUMOM SKCIEPTHON OLIEHKU BBIMOJHEHHBIX BBITYCKHUKOM MPAKTUYECKUX
3aJlaHA B YCJIOBHUSIX PEAIbHBIX WIM CMOJICIUPOBAHHBIX MPOU3BOJICTBEHHBIX
IIPOLIECCOB.

2. 19 B pamkax ['MA npoBoautcs ¢ ucnonas3oBanueMm KO/I, BKIIFOUEHHBIX
oOpa3oBaTeIbHBIMHU OpraHu3anusiMu B nmporpamMmmy [ MA.

3. 3aganus /IO pmoBomsATCS A0 TJIABHOTO 3KCIepra B JEHb,
MPEANIECTBYIOMINM THIO Havana /(3.

4, OOpazoBarenbHasi ~ opraHuzainus  oOecrneurBaeT  HEOOXOAUMBIE
TEXHUYECKHE YCIOBHS ISl 0OecieueHusl 3alaHusMH BO Bpemst JID oOyuarommxcs,
yneHoB [ DK, 4jieHOB dKCnIepTHOM TPyIIIIBI.

5. D mpooautrcs B LD, npexacraBisitomiemM coOOM IIIOMIAIKY,
000py1I0BaHHYIO M OCHAIIEHHYI0 B cooTBeTcTBHH ¢ KO/JI.

6. HITJID wmoxxeT pacnojaraTbCsi Ha TEPPUTOPUU 0Opa3oBaTEIBLHOMN
OpraHu3alliy, a Mpu ceTeBor (opMe peann3alii 00pa3oBaTeIbHBIX MTPOTPaMM —
TaKkK€ Ha TEPPUTOPUM WHOW OpraHu3alH, OO0JaJaroIiel HEeoOXOIUMBIMU
pecypcamu juist opranuzanuu LI/2.

7. O6yuaroruecs npoxoadat JID B LII/ID B cocTaBe 3K3aMeHAIIMOHHBIX
TPy

8. OOpazoBartenbHasi OpraHu3alys 3HAKOMUT C TUIAHOM TPOBEICHUS
JID ofOyuaromuxcs, cpatomux JID, u nun, oOecneunBaronux MPOBEICHUE
19, B cpok He mo3Hee yeM 3a 5 pabounx JHEH 10 AaThl MPOBEICHUS YK3aMEeHa.

9. KomnuecTBo, o00mas 1Iomaab MW COCTOSHHE  ITOMEIICHHH,
NpeoCTaBIsieMbIX Il mpoBeaeHus: [, MoKkHBI oOecrneunBaTh MPOBEACHUE

J13 B coorBeTcTBUM ¢ KO/JI.



10. He no3nHee uwem 3a oauH pabouuii JeHb 1O JaThl MPOBEACHUSA
JID rimaBHBIM 3KCIIEPTOM MPOBOAUTCA TpoBepka roroBHocTu LIIT/ID B npucyTcTBUN
YJICHOB JKCIIEPTHOM TPYMIBI, OOYyYAIOMIMXCA, a TAaKKEe TEXHHUYECKOTO HIKCIIepTa,
Ha3HAYaeMOIo OpraHu3alieil, Ha TEeppUTOpPUH KOTOpou pacnosoxken I3,
OTBETCTBEHHOTO 3a COOJIIOJICHUE YCTAaHOBJIEHHBIX HOPM M MPABWIJI OXpaHbl TpyAa
U TEXHUKU O€30IaCHOCTH.

11. T'maBHBIM 3KcniepTOM ocyuiecTBisieTcs ocMotp LT/, pacnpenenenue
00s13aHHOCTEM MEXIy WICHAMH SKCHEPTHOM TPYMIbl MO OIEHKE BBITOJIHEHHUS
3amanuil /1D, a Takke pacnpenencHue padodux MeCcT MexAy OOydaroluMUucs
C HCHOJIb30BaHUEM CHoco0a CilydailHOW BbIOOpKH. Pe3ynbrarhl pacnpeneneHus
00s13aHHOCTEW MEXy 4JeHaMHU IKCIIEPTHOM TPYIIILI M paclpeiesieHus padouux
MeCT  Mexay  oOydaromuMucs  (UKCUPYIOTCS ~ TJaBHBIM  JKCIIEPTOM
B COOTBETCTBYIOLIUX MTPOTOKOJIAX.

12. OOGyuaromuecss 3HAKOMSITCS CO CBOMMH DPabOYMMHU MECTaMH, TOJ]
PYKOBOJICTBOM TJIaBHOTO JKCIIEpTa TaKXK€ MOBTOPHO 3HAKOMATCS C IUIAHOM
npoBefeHus /3D, yCIOBUSMHM OKa3aHUs MEPBUYHOM MEIULIMHCKOM IMOMOLIU
B LII/D. ®akT 03HAKOMIICHUSI OTPAXAETCS TJIABHBIM JIKCIEPTOM B IMPOTOKOJIE
pacnpeneneHus: paboynx MecT.

13.  Jomyck obyuarommxcs B L{IT/ID ocymecTBiaseTcs TIIaBHBIM SKCIIEPTOM
Ha OCHOBAHHUH JIOKYMEHTOB, yI0CTOBEPSIONIUX JIMYHOCTD.

14. OOpa3zoBarenbHas opraHu3alys o0s3aHa HE IMO3JHEE YeM 3a OJIUH
pabounii AeHb 10 AHS npoBeaeHus [[D yBeJOMUTH rJIaBHOTO IKCIEpTa 00 y4acTUU

B npoBesieHnu /D ThroTopa (acCUcCTeHTa).

TpeooBanue k mnpogo/ukureabHocTd 1D,  IIpomomkuTenbHOCTH

12 3aBucuT ot BUAa arrectauuu, ypoBHs 19 (Tabnuua Ne 2)



Taomura Ne 2

Buna Yposens 12D CocraBHasi 4acTh IIpoao/KUTEIBHOCTD
aTTrecTanuu KO a9
(uaBapuanTHas/
BapMATHBHAs)

ITA - WuBapuaHTHas yacTh 1 4. 30 muH.
I'MA 0a30BBIi MHBapraHTHas 4yacTh 3 4. 00 MuH.
I'MA npOoGUIBbHBIN WuBapuaHTHas 4acTb 3 4. 30 MHH.
I'MA PO UITHHBIN COBOKYITHOCTh He 6ou1ee 4 4. 30 muH.

WHBAPUAHTHOHN U
BapHaTUBHOM YacTeil




TpeboBanus k conepxkanuio KOJ. Equnoe 6a3zoBoe sapo coaepxanus KO/ (tadauma Ne 3) chopMupoBaHO Ha OCHOBE

BHJIA IEATEILHOCTH (BUIa PO eCCHOHATBHOMN NeaTebHOCTH ) B cooTBeTCTBUU ¢ PI'OC CIIO u siBnsieTcs 0011e conepKaTeTbHON

OCHOBOM 3aj1anuii /12D BHE 3aBUCUMOCTH OT BHJIa aTTECTAIIMU U YPOBHS J13.

Tabmuma Ne 3

EJIMHOE BA3OBOE AJAPO COAEPKAHUA KO

A1]

Bua nesrtenbnoctn/ Bug
npodeccHOHAIBLHOM 1esITeJIbHOCTH

Ilepeyensb ouenuBaembix OK/IIK

IlepeyeHb oeHUBAEMBIX YMEHUI, HABBIKOB
(IpPaKTHYECKOro ONbITA)

Bemmonnenune paboT 1Mo NPOEKTUPOBAHUIO
CeTeBOM MHPPACTPYKTYPHI

I1IK: BbImosHATh ~ NpPOEKTHpOBaHHWE  KaOeIbHOH
CTPYKTYPbI KOMITBIOTEPHOW CETH

YMeHHe: pacCUMThIBATh OCHOBHBIE MapaMeETPhl
JIOKAJILHOM CETHU

[IpakTUyeckuii  OMBIT: HACTPAUBaTh CETEBYIO
azipecario

IIpakTHUecKuil OIBIT: HACTPAUBATh CTATHYECKYIO
Y IUHAMHAYECKYI0 MapUIPyTH3aLUI0 CETEH

[1K: OcymiecTBasTh BBIOOD TEXHOJIOTHUH,
WHCTPYMEHTAIBHBIX CpeAcTB u CpeAcTB
BBIUUCIUTENIFHOW TEXHUKH TIPH  OpTaHU3aINH
mpolecca pa3paboTKU U UCCIENOBaHUS OOBEKTOB
poeCCUOHAIBHON JEATETLHOCTH

YMenue: HacTpauBaTh crek nporokosioB TCP/IP
U UCIOJNb30BaTh  BCTPOEHHBIE  YTUJIMTBHI
OTIEPAIIMOHHON CHUCTEMBI JUIS  JHArHOCTHKHU
paboTOCIIOCOOHOCTH CETH

[IpakTHyecKuii ONBIT: YCTAaHABINBATH

M HACTpamBaTh CETEBBIE IPOTOKOJIBI U CETEBOE
000pyI0BaHWE B COOTBETCTBHH C KOHKPETHOM
3ajaueit

[IpakTHyeCcKUi OMBIT: MCHOJIB30BaTh OCHOBHBIE
KOMaH/bl T IPOBEPKU MOAKIIFOUEHUS

K nH()OPMAITMOHHO-TEIEKOMMYHUKAITHOHHON
cetu  «MHTEpHET», OTCIEKHUBAaTh  CETEBBIE
nakeTsl, napameTpsl [P-aapecannn

[1K: OGecnieunBath 3auTy HHGOPMAIIUU B CETH
C  HCHOJBb30BAaHUEM  IPOrpaMMHO-aNIapaTHBIX
CpEeACTB

YMeHHe: IPUMEHITh IPOrPAMMHO-AIIAPATHHIE
cpeactBa Uil o0ecrmeyeHHs — IeIOCTHOCTH
pEe3epBUPOBAHNUS TAHHBIX




[TpakTUyeckuii OnbIT: PUIBTPOBATS,
KOHTPOJIMPOBATh U o0ecrneynBarh 0e30MacHOCTb
CeTeBOro Tpaduka

[IK: [IlpuauMaTh ydacTue€ B MNPUEMO-CIATOYHBIX
UCIBITAaHUSAX KOMIIBIOTEPHBIX CETEH U CETEBOrO
000py/ZIOBaHUsl PA3TUYHOIO YPOBHS U B OIICHKE
KayecTBa M SKOHOMUYECKOH 3 (EeKTUBHOCTH
CETEeBOM TOMOJIOTUHI

HpaKTI/I‘IeCKI/Iﬁ OIIBIT. OLI€CHUBATh KAa4€CTBO
1 COOTBCTCTBHC Tp€6OBaHI/I5IM IMPOCKTa CCTU

IIK: BbInosHATH TpeOoBaHuUs HOPMAaTUBHO-
TEXHUYECKONM  JOKYMEHTAallM¥, HMETb  OIbIT
0o(opMIIEHHS TPOEKTHOM IOKYMEHTALIUU

[TpakTuyeckuii ONbIT: OQPOPMIIATh TEXHHUUECKYIO
JIOKYMEHTALUIO




ConepxxarenpHas ctpykrypa KO/l npencrasnena B Tabnuiie No 4.

Tabmuma Ne 4
Bua nesitesibHOCTH (BHJ IlepeyeHb oeHNBAaEMBIX YMEHHUIA, THA | THA
. Ilepeuens onenuBaembix OK, ITK MA!? Jiie) a3
npogecCHOHATBLHOH AeATeILHOCTH) HABBIKOB (MPAKTHYE€CKOI0 ONbITA) BY my
HNuBapuantHas yacts KOJI
Beinonnenue pabot no | [IK: BeimosnHATh OPOEKTHUPOBAHKME | YMEHUE: PACCUUTHIBATh  OCHOBHBIE [ ] ]
MMPOEKTUPOBAHUIO CETEeBOM | KaOEIbHOM CTPYKTYPBI | ITApaMETPbl JOKAJIbHOU CETH
UH(PACTPYKTYPHI KOMITBIOTEPHOU CETU
[IpakTyeckuil ONbIT:  HAcTpauBaTh ] ] |
CETEBYIO aJpecaliuio
[IpakTHueckuil onbIT:  HacTpauBaTh ] ] ]
CTaTUYECKYIO
U JUHAMHUYECKYI0 MaplIpyTH3ALUI0
ceren
ITK: Ocy1ecTBasaTh BbIOOp | YMeHue: HacTpauBaTh CTEK [ ] ]
TEXHOJIOTUM, HMHCTPpYMEHTalbHbIX | MpoTokojaoB TCP/IP u ucnonb3oBath
CPEICTB u CPEICTB | BCTPOEHHBIE YTUIIMTHI ONIEPALMOHHON
BBIYUCIIUTEILHOW  TEXHUKH TIPU | CUCTEMBI JUISt JTMarHOCTUKHU
OpraHu3aluy mnpouecca pa3paboTku | paboTOCIIOCOOHOCTH CETH
u WCCIIEI0BAHMS 00BEKTOB | [IpakTHUECKHIi OIBIT: yCTaHABINBATH [ [ ]
npodeccHOHaIbHON AEATENPHOCTH | M HACTPAMBAThH CETEBBIE MPOTOKOJIBI H
ceTeBoe 000pyI0BaHUE
B COOTBETCTBUM C KOHKPETHOH
3aauen

! Conepsxanne KOJI B uactu ITA paBHO cojepaHuIo equHoe 6a30Boro sapa coaepskanus KOJI.
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[IpakT4ecKui OIBIT: UCIIOIB30BATH
OCHOBHBIE KOMAHJIbl JJIsi IPOBEPKHU
MOJKIIOYEHUS! K HH(POPMAIIMOHHO-
TEJIEKOMMYHUKAILIMOHHON cetu
«VIHTEpHET», OTCIEKUBATH CETEBHIE
nakeTwl, napameTpsl IP-aapecaruum

IIK: ObecrieunBaTh
uHbOpPMALIUU B CETH
C HCIIOJIb30BAaHHEM IPOrPaMMHO-
arrmapaTHbBIX CPEICTB

3aIIUATY

YMeHue: IPUMEHATh  IIPOrPAMMHO-
arrmaparHble cpeicTBa TUTS
oOecIrieueHus LEJIOCTHOCTH

PE3CPBUPOBAHNA JaHHBIX

[IpakTiueckuil OMBIT: PUIBTPOBATS,
KOHTPOJMPOBAaTh U  00OecreyuBaTh
0€30MaCHOCTh CETEBOr0 Tpaduka

I1K: [IpuHuMaTth yyactue B IpUeMo-
CIATOYHBIX UCIIBITAaHUSX
KOMITBIOTEPHBIX CETE€H U CETEBOrO
000pyI0BaHUS PA3TUYHOTO YPOBHS

IIpakTyecKkrii ONBIT: OIIEHUBATh
Ka4yeCcTBO u COOTBETCTBHE
TpeOOBAHUAM ITPOCKTA CETH

MU B OLEHKE KayecTBa U

HKOHOMUYECKON 3P (PEeKTUBHOCTH

CETEBOU TONOJIOIMHU

I1K: BbInosnHATH TpeboBanus | IlpakTuueckuit onbIT: OPOPMIATH

HOPMAaTHUBHO-TEXHUYECKON

MOKYMEHTAllMd,  HUMETh  OIBIT
odopmIteHUs MIPOEKTHOM
JIOKYMEHTaIluu

TEXHUYCCKYIO JOKYMCHTAIUIO

Opranuzanus
aJIMUHUCTPUPOBAHUS

CETCBOI'0

[1K: AnMuHUCTpUPOBATH
JIOKaJbHBIC BBIYUCIUTEIBHBIC CETH
Y TIPUHUMATh MEPHI 110 YCTPAHESHHUTO
BO3MOJKHBIX cOOEB

[IpakTHyecKuil ONbIT: IJIAHUPOBATH

U BHE/IPSATH UHPPACTPYKTYpPY
pa3BepTHIBAHUSI CEPBEPOB

[IpakTryecKuil ONbIT: IIJIAHUPOBATH
Y BHEAPATH (haiiioBbIe XpaHUIUIIA
U CUCTEMBI XpPaHEHHUsI TaHHBIX

[1K: AIMUHUCTpUPOBATh CETEBBIE
pecypcel B MH(OPMAIIMOHHBIX
CHUCTEMAxX

YMeHue: perucTpupoBaTh
MOJAKIIIOYEHUE K JIOMEHY,
OTYETHYIO JOKYMEHTAIUIO

BCCTH
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IIpakTH4ecKui OmbIT:
IIPOEKTUPOBATH u BHEIPATH
UHPPACTPYKTYPY JIECOB U JOMEHOB

I1K: O6ecnieunBaTh cOOp JTaHHBIX
JIISL aHAJIM3a UCIIOJIb30BaHMS

u (G YHKITMOHUPOBAHHS
MPOrPaMMHO-TEXHIUYECKHUX CPEJICTB
KOMITBIOTEPHBIX ceTei

[IpakTUYeCKHii OIBIT: OCYIIECTBIISATH
cOOp  MaHHBIX NS aHAJIM3a
UCIIOJIb30BaHUS

1 (pyHKIIMOHUPOBAHUS MPOTPAMMHO-
TEXHUYECKUX CpeACTB
KOMIIBIOTEPHBIX CeTel

[IK: B3aumMoaeiicTBOBaThL

CO  CHCIHAIUCTAMH  CMEXHOTO
npoduIs Ipu pa3padOTKE METOJIOB,
CPEJIICTB ¥ TEXHOJIOTHI IPUMCHCHHUS
00BEKTOB npodecCHOHAIBHON
JIESITCIIbHOCTH

[IpakTudeckuii OmbIT: CONPOBOXKIAThH
U KOHTPOJIMPOBATH HCIOJb30BAaHUE
no4ToBoro cepsepa, SQL-cepeepa

[IpakTryecKkuii ONBIT: YCTaHABJINBATH
Web-cepsep

DKcrutyaTanus
UHPPACTPYKTYPHI

00BEKTOB

ceTeBOU

IIK: YcranaBnuBaTh, HacTpauBarTh,
AKCIUTYyaTUPOBAaTh M OOCITYXHBATh
TEXHUYECKUE U  MPOrpPaMMHO-
arnmnapaTrHble CpeacTBa
KOMIIBIOTEPHBIX CETEN

HpaKTI/I‘ICCKI/Iﬁ OIIBIT: OCYIICCTBIIAATH
YAQAICHHOC aAMUHUCTPHUPOBAHUC

u BOCCTAaHOBJICHHE
paboTocrnocoOHOCTH ceTeBou
UHOPACTPYKTYPHI

IIpakTruecKuil ONbIT: BHEAPATH
MEXaHHU3MBbl CeTEeBOM 0€30acHOCTH

I1K: IIpoBoauTh
MpoQUIaKTUIECKUE PAOOTHI

Ha 00BeKTax CETEBOU
UHQPacCTpyKTyppl M pabouyux
CTaHLUAX

IIpakTHYecKHii OMBIT: COCTABIATH
mwiaH-rpaguk  TpoPUIAKTHYECKUX
pabor

IIK: YcranaBnuBarh, HacTpauWBaTh,
HKCIUTyaTUPOBaTh U OOCITYXHBATh
ceTeBble KOH(UTYpaluu

YMeHue: onuceiBaTh
ceTeBOl 0€30MacHOCTH

KOHIICIIITUN

[IpakTruecKkuil onbIT: BHEAPATH
MEXaHU3MBbI CETEeBOW 0€30MacHOCTH C
ITOMOIIIBK0 MEXCETEBBIX IKPAHOB

[IK: YyactBOBats B
CXEMBI

pa3paboTke
MOCJI€aBAPUINHOTO

VYmenue: HaOM01aTh 32 TpaUKOM,
BBITIOJIHATE  ONIEPALMU  PE3EPBHOTO
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BOCCTaHOBJICHHUS
paboTOCIIOCOOHOCTH
KOMITBIOTEPHON CETH, BBIOIHSATH
BOCCTAaHOBJICHHE ¥  PE3ePBHOC
KOIMPOBaHUE HH(POPMAITIH

KOIIMPOBAaHUA u BOCCTaHOBJICHHA

JaHHBIX

YMeHue: ycTaHaBIuBAaTD,

TECTUPOBATb M  DKCIUIyaTHUPOBAaThb
nH(pOPMAaIOHHbIE CUCTEMBI,
COIJIaCHO TEXHUYECKON
JOKyMEHTAlUH, obecrieunBaTh

AHTUBUPYCHYIO 3aIIUTY

IIpakTr4ecKui OmbIT:
OpraHM30BBIBaTH  OecrepeboiHyIo
paboTy CHCTEMBI 1O pe3epPBHOMY
KOIUPOBAHUI0O U BOCCTAHOBJICHHUIO
UHPOpPMALIUU

[1K: Opranu3oBsiBaTh
WHBEHTapU3AIUIO TEXHUYECKUX
CPEICTB CeTeBOM MH(PPACTPYKTYPHI,

YMeHue: npaBUIbHO oopMIIATh
TEXHUYECKYIO JOKYMEHTAIUIO

[IpakTryeckuii ONBIT: TPOBOAUTH
MOHHUTOPUHT PaboOThl 00OPYIOBAHUS
MIOCJIE PEMOHTA

OCYILECTBIISITh KOHTPOJIIb
000pyI0BaHUs 110CIIE €r0 PEMOHTA

ITK: BeimonssATe 3aMEHy
pPAcXOJHBIX MaTEpUAIOB M MEIKUI
PEMOHT nepugpepuitHoro
000opyI0BaHus, OTIpEeNIeTATh

ycrapeslee 000pyioBaHHe
U TIPOTPaMMHEBIE CPEICTBa CETEBOU

UHPPACTPYKTYPHI

YMeHue: BBINOJIHATh
ycTapeBIIero 000py10BaHUs
¥ 3aMEHY PacXOJHbIX MaTepUaIOB

3aMEeHy

Bapuatusnas yacte KOJI

Bapuarusnas yacte KO/l popmupyetcs oOpa3oBaTelbHBIMUA OPraHU3aMsIMU HAa OCHOBE peajin3yeMoif OCHOBHOM 00pa30BaTeIbHOM
nporpaMMmbl CITO u ¢ yueTom KBanM(PUKAMOHHBIX TPeOOBaHUI, 3asIBJI€HHBIX KOHKPETHBIMU OpraHU3alusIMH, paboTOaTEeNIIMU,
3aWHTEPECOBAaHHBIMU B IOJAMOTOBKE KaJIPOB COOTBETCTBYIONIECH KBaM(UKAIIH, B TOM YUCIIE SBISIOIIUMHICS CTOPOHOM JOroBopa

0 ceTeBoil (popme peannzanuy 00pa3oBaTEIbHBIX MPOTPaMM U (MJIH) TIOTOBOPA O MPAKTUUECKOU MOATOTOBKE 00YUYaIOIIUXCSI.
Pexomennanu no ¢popmuposanuto BapuatuBHoit yactu KO/ st /13 ITY npencrasnens! B npuinokeHud Ne 1 k Hacrosemy Tomy Ne 1
OILICHOYHBIX MaTEpUaJoB.
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TpedoBanus K oueHuBaHuI0. PacnpeneneHue 3HaYEHUH MaKCHMAJIbHBIX

OamnoB (Tabymia Ne 5) 3aBUCUT OT BHIA aTTecTauu, ypoBHs /1D, cocTaBisromniei

gactu JI9.
TabGmauma Ne 5
Bun Yposens 12 CocraBnas yactb KOJ{ MakcumaJjibHbII
aTrecTanuu (uHBapuanTHas/ 0as11
BApPHATHBHAS YaCTh)
ITA 19 26 u3 26
1D bY WMHuBapuaHTHas 4yacTh 50 u3 50
'MA
JICRINY 80 u3 80
I'n4 A2 11y Bapuamusnas wacmo 20 u3 20
THA DY COBOKYMHOCTh HHBapUaHTHOH 1 100 13 100
BapUaTHBHOW YacTel

Pacnipenenenne 6aminoB mo Kputepusim orieHuBaHus s /1D B pamkax [TA
npenacTapiieHa B Tabuie Ne 6.

U CETeBOro 00OPYJOBAaHMS PaA3TUYHOIO
YPOBHSI U B OLICHKE KayecTBa

Tabmuua Ne 6
MoayJasb 3agaHus
Ne (BUZ OEeSATENBHOCTH, BUJT K . 2
. pUMTEpHii OLleHUBAHUA Banasbt
n/n npodeccuoHaNbHOM
JESITEIbHOCTH )
1 | Bomonnenue paboT Beinonnenune IIPOEKTUPOBAHHUS
o MIPOEKTUPOBAHMIO | KAOETbHON CTPYKTYpPBhl KOMITBIOTEPHOM 6
ceTeBOil MHMPACTPYKTYphl | CeTH

OcymecTBieHne BbIOOpa TEXHOJIOTHUH,
MHCTPYMEHTAJIBHBIX CPENCTB M CPEICTB
BBIYHUCITUTENbHON TEXHUKA npu 8
OpraHu3aIy Mporecca pa3paboTKu
u HCCIEA0BaHUS 00BEKTOB
poeCCHOHATILHOM J1eATeIbHOCTH
ObecrnieueHue 3aUThl UHPOPMALUH
B CETHU C HCIOJIb30BAHUEM IPOTrPaMMHO- 8
anmnapaTHbIX CPEJCTB
VYyactue B MIPUEMO-CITATOYHBIX
UCTIBITAHUAX KOMIBIOTEPHBIX CETEH 2

2 opMyIMpPOBKa KPUTEPHs OLCHUBAHUS COBNanaeT ¢ HaumeHobanueM IIK, OK M HauMHAETCA C OTIVIArOIBLHOIO
CYILLECTBUTEIILHOTO.




U OKOHOMHUYECKOH  3(pPEeKTUBHOCTH
CETEBOM TOIIOJIOTHH

Brimonnenue TpeboBaHMI HOPMATHBHO-
TEXHUYECKON JOKYMEHTALlUM, HaJIu4ue
OTbITa odopmITeHUS MIPOCKTHOMN
JOKYMEHTaLUU

uToro 26,00

Pacnipenenenne 6amioB mo kputepusM oneHuBanus mist /IO BY B pamkax

['A nipencraBiieHa B Tabsmie Ne 7.

Tab6mauia Ne 7

MogayJab 3aganus
Ne (Bu 1eSITEIbHOCTH, BU/T
n/n npodeCcCHOHAIbHON
JIESATEITLHOCTH )

3

Kpurepuii oneHuBanusi Banabl

1 | Bemonsaenue pabot Brimonnenue IIPOEKTUPOBAHMUS
M0 TPOEKTHPOBAHUIO CETEBOW | KaOEIBbHOM CTPYKTYpPHI KOMITBIOTEPHOM 6

UH(PACTPYKTYPHI CeTH

Ocy1uiecTBieHre BbIOOpa TEXHOJIOTUH,
MHCTPYMEHTAJIBHBIX CPE/ICTB

U CPE/ICTB BBIYMCIUTEIHHON TEXHHUKH
npu OpraHHU3aLUH nporuecca
pa3pabOTKHU U UCCIEA0BaHUS OOBEKTOB
npodecCHOHATBHOMN 1S TETbHOCTH

Obecnieuenue 3amMThl THPOpMALUU
B ceTu c HCMOJIb30BAHUEM 8
MMporpaMMHO-aIInapaTHbIX CPCACTB

Ydyacthe B IPUEMO-CAATOYHBIX
UCTIBITAHUSAX KOMIBIOTEPHBIX CETEH

U CEeTEBOT0 000Py10BaHMSI PA3TUYHOTO
YPOBHS U B OILIEHKE KauecTBa

U DKOHOMHYECKOH 3(P(HEKTUBHOCTH
CETEBOU TOIOJIOTHUHU

Beinonuenune TpeGoBaHUI
HOPMAaTHUBHO-TEXHUYECKON
JOKYMEHTAllu¥,  HaJW4he  OIbITa 2
odopmITeHHS MIPOEKTHOM
JIOKYMEHTalluu

2 | Opranu3anms CETEBOT0 | AIMMUHUCTPUPOBAHHE JIOKAJIBHBIX
aJIMUHUCTPUPOBAHUS BBIUUCITUTEIILHBIX CETEH W TMPHHSATHE
MEp MO YCTPAHEHUIO BO3MOMXHBIX
cbocB

3 ®opmynIMpOBKAa KpHTEpHS OUEHMBAHWHA coBmagaer ¢ HammenoBanumem IIK, OK u mnaumnaercs c
OTIJIAT0JIBHOTO CYIIECTBUTEIBHOTO.
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AJMUHUCTpUPOBaHHE CETEBBIX
pecypcoB B MH(POPMaLIMOHHBIX
cUCTEeMax

OGecnieyenue cOopa JaHHBIX IS
aHaJIi3a UCIIOJIb30BaHUSs

U (DYHKIMOHUPOBAHUS IPOTrPAMMHO-
TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX
ceTei

B3anmoneictBre co cCrenuaiucTaMu
CMEXHOTO TpouiIs TpHU pa3padoTKe
METOJIOB, CpPEICTB M TEXHOJOTU
IPUMEHCHHS 00BEKTOB
po(heCCHOHALHOM IS TEILHOCTH

UToro

50,00

Pacnipenenenrie OamioB 1o KputepusiM oneHuBanus s [0 IV

(uaBapuanTHas yactb KOJI) B pamkax ['MMA nipencrapiiena B Tadmiuiie Ne 8.

Taomuma Ne 8

MoayJasb 3agaHus
(BU 1eSATEIHOCTH, BUT
npodecCuoHAIbHON
JIESITEJIbHOCTH)

Kpurepuii ouennsanus*

Banasl

1 | Bemmonnenue pabot
M0 TMPOEKTHUPOBAHUIO CETEBOM

UH(PaCTPYKTYpPhI

Brimonnenue IPOEKTUPOBAHUS
Ka0enbHOU CTPYKTYphl KOMITBIOTEPHOM
CeTH

OcyuecTBieHre BbIOOpa TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIX CPEJICTB

U CPEJICTB BBIYMCIUTEIHHON TEXHHUKH
npu OpraHu3aIH npoiiecca
pa3pabOTKHU U UCCIEAOBaHUS OOHEKTOB
npodecCHOHATBHOMN 1S TETbHOCTH

Obecnieuenue 3amuThl THPOpMAITUU
B ceTu c HCTOJIb30BAHUEM
MMporpaMMHO-aIInapaTHbIX CPCACTB

[lepeHumanue y4acTusi B TPHEMO-
CIATOYHBIX HCTIBITAHUSX
KOMITBIOTEPHBIX CETed M CETEeBOro
000pyTIOBaHUS PA3IUYHOTO YPOBHS

Y B OLICHKE KaueCTBa U SKOHOMUYECKOM
7 (PEKTUBHOCTH CETEBON TOMOJIOTUN

Beinonuenue TpeGoBaHUI
HOPMAaTHUBHO-TEXHUYECKON

JAOKYMCHTAIlMH, UMCTb OIIBIT

4 cDOpMyJ'II/IpOBK.’:l KpUTCPpUA OLCHHMBAHUA COBIIAAACT ¢ HAMMCHOBAHUCM HK, OK u HaumHaeTCS C OTIVIAr0JIBHOTO

CYHIECTBUTECIBHOIO.
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odopMITeHHS MIPOCKTHOMN
JOKYMEHTAIIUU

Opranuzanus CETEBOro
aJIMUHHUCTPUPOBAHUS

AJMUHUCTPUPOBAHHE JIOKAJIbHBIX
BBIYMCIUTEIBHBIX CETCH M TNPUHATHE
MEp MO YCTPAaHEHUIO BO3MOXKHBIX
cboeB

AJIMUHUCTpUPOBAHUE CETEBBIX
pecypcoB B MH(OPMALIMOHHBIX
CUCTEMAX

OGecnieyenue cOopa JaHHBIX IS
aHaJIi3a UCIIOJIb30BaHUSs

U (DYHKIMOHUPOBAHUS IPOTrPAMMHO-
TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX
ceTei

B3anmoneiictBue co crenuaiucTaMu
CMEeXHOro mpoduns npu pazpaboTke
METOJIOB, CpPEICTB M TEXHOJOTUM
MIPUMEHEHUS 00BEKTOB
PO ECCHOHAIBHON e TEIHHOCTH

OKcIutyaTanus 00BEKTOB
CeTeBOU MHPPACTPYKTYPHI

YcraHoBKa, HACTPOMKA, IKCILTyaTaIUs
1 00CITY)KHBaHHE TEXHUYCCKHUX

U TpOrpaMMHO-aNIapaTHBIX CPEICTB
KOMITBIOTEPHBIX CETEN

[TpoBenenue npoUITAKTHISCKUX
pabor Ha  OOBEKTaX  CETEeBOH
UHPPACTPYKTYPhI U paOOYMX CTAHIHSX

YcraHoBKa, HACTPOMKa, HKCIUTyaTalus
u o0cy>)KUBaHUE CETEBBIX
KOH(Uryparui

VYyactue B pa3paboTKe  CXEMBbI
MOCJI€aBapUMHOTO  BOCCTAHOBIICHMS
paboTOCIIOCOOHOCTH ~ KOMIIBIOTEPHOM
CETH, BBINOJIHEHNE BOCCTAHOBJICHUS U
PE3EPBHOTO KOIIMPOBAHUS
uHpopMaluu

Opranuzanus MHBEHTapU3alu
TEXHUUYECKUX CPEICTB CETeBOM
MH(QPACTPYKTYphl,  OCYILECTBIECHUE
KOHTpOJsi 00OpYyJOBaHUS TMOCJIE €ro
pPEMOHTA

BbeimonHeHne  3aMeHBl  pacXOIHBIX
MaTepuajioB M  MEJIKHA  PEMOHT
nepuepUitHOro 00opynoBaHus,
olpeieNeHne yCTapeBLIETo
o0OpyIOBaHUS U TPOTPAMMHBIX
CPEJICTB ceTeBON MH(MPACTPYKTYPhI

uToro

80,00
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Pacnipenenenne OamnoB mo KputepusiM oueHuBanus g 1D IIY
(uaBapuanTtHas u BapuatuBHas yactu KOJl) B pamxax I'MA mnpencraBiena

B Ta0uIe Ne 9.

Tao6mauia Ne 9

Monayab 3ananus
Ne (BUI DS TENIbHOCTH, BUJT
n/n npohecCHOHATBLHOM
JIESATETLHOCTH )

5

Kpurepuii ouennBanus Bbanabl

1 | Bemonaenue pabot Brinonnenue MPOEKTUPOBAHUS 6
M0 TPOCKTHPOBAHUIO CETEBOW | KAOCIBHOW CTPYKTYpPhI KOMITBEOTEPHOM

UHPPACTPYKTYPHI CeTH

OcyuiecTBieHre BbIOOpa TEXHOJIOTUH, 8
MHCTPYMEHTAJIBHBIX CPE/ICTB

H CpCACTB BBIYHCIIUTEILHON TEXHUKHU
npu OpraHHM3aLuH nporuecca
pa3pabOTKHU U UCCIEAOBaHUS OOBEKTOB
npodeccCHOHATBHON AEATEIPHOCTH

Obecneuenue 3amuUTsl HHPOPMAITUU 8
B ceTu c UCIIOJIb30BaHUEM
MpOrpaMMHO-aIlIapaTHBIX CPEACTB

[lepenumanue y4acTusi B MPHEMO- 2
CIATOYHBIX UCTIBITAHUSX
KOMITBIOTEPHBIX CETed M CETEBOr0
000py1I0BaHUS PA3TUIHOTO YPOBHS U B
OIICHKE KayecTBa M HSKOHOMHUYECKOMH
7 (PEKTUBHOCTH CETEBOM TOMOJIOTUN

Brimmonnenue TpeOoBaHUI 2
HOPMAaTHBHO-TEXHUYECKOH
JOKYMEHTaIUH, UMETh OTIBIT
odopmienus MPOEKTHON
JIOKYMEHTalluU

2 | Opranuzanus CETeBOro | AJIMUHUCTPUPOBAHHE JIOKAJIbHBIX 6
a)IMI/IHI/ICTpI/IpOBaHI/IH BBIYUCINUTCIIbHBIX ceTeﬁ nu HpI/IHSITI/IC
MEp MO YCTPAHEHUIO BO3MOXKHBIX
cboeB

AJIMUHHCTPUPOBAHUE CETEBbIX 8
pecypcoB B WH(pOpPMaAITMOHHBIX
CHUCTEMax

OGecnieuenne cOopa JaHHBIX IS 2
aHaJIM3a UCIIOJIHL30BaHUS

U (QYHKIMOHUPOBAHUS TPOTPAMMHO-
TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX
cereit

5 cDOpMyJ'II/IpOBK.’:l KPpUTCPUA OLCHUBAHUA COBHAAACT C HAMMCHOBAHUCM HK, OK u HaumHaeTCs C OTIJIAr0JIBHOTO
CYHIECTBUTECIBHOIO.
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B3anmoneictBue co cCrenuaaucTaMu 8
CMEXHOTO TIpoQuiIs TpHU pa3padoTKe
METOJIOB, CpPEICTB M TEXHOJOTU
MIPUMEHEHUS 00BEKTOB
po(heCcCHOHALHOM IS TEIbHOCTH

3 | Okcmyaranus 00BEKTOB | YCcTaHOBKA, HACTPOIiKa, SKCILITyaTalus
ceTeBor HH(MPACTPYKTYPHI ¥ 00CITY’)KHBaHHE TEXHUYECKHUX

U TPOrpaMMHO-AINIAPATHBIX CPEICTB
KOMIIBIOTEPHBIX CETEN

[TpoBenenue npoUITAKTHISCKUX
pabor Ha  OOBEKTAaX  CETEeBOM 4
UHPPACTPYKTYPhI U paOOUYMX CTAHIIHSIX

YcraHOBKa, HACTPOMKA, dKCIUTyaTalus
u o0cIy>)KMBaHUE CETEBBIX 8
KOH(HUTyparmii

Yuactue B pa3paboTKe  CXEMbI
MOCJICABAPUIHOTO  BOCCTAHOBJIEHUSA
paboTOCIOCOOHOCTH  KOMIIBIOTEPHOMN
CETH, BBIIIOJIHEHUE BOCCTAHOBJICHUS
u pE3epPBHOTO KOMUPOBaHUS
uH(popManuu

Opranuzanus MHBEHTapHU3aluu
TEXHUYECKHUX CPEICTB CeTeBOM
UHQPACTPYKTYpPbI,  OCYILIECTBIICHHUE 4
KOHTpOJsl 00OpYyNOBaHUS IOCIE €ro
pPEMOHTa

BeimonHeHne  3aMEHBI  PacXOJHBIX
MaTepuajoB W MEJIKUH  pPEMOHT
nepudepuitHoro o0opyioBaHus,
OlpesieNeHue yCTapeBLIETO
o0opysoBaHUS U NPOTPaAMMHBIX
CPE/CTB CETeBOM MH(PACTPYKTYpHI

HUTOI'O (uHBapuaHTHasI 4aCTh) 80,00

BCEI'O (BapuaTuBHas 4acTh)® 20,00

HUTOIO

. . N 100,00
(COBOKYITHOCTH HHBAPMAHTHOMH M BAPMATHBHOM YacTeH) ’

® Kpurepun onenuBanus BapuatuBHOM wactm KOJ| paspaGarbiBatoTcs 00pasoBaTeNbHONW —OpraHusanueit

CaMOCTOATENIbHO C YYeTOM KBAIN(HUKALMOHHBIX TPEOOBaHWii, 3asBICHHBIX OpraHM3alMsIMH, pabOTOATENISIMHU,
3aMHTEPECOBAaHHBIMM B IIOATOTOBKE KaJpOB COOTBETCTBYIOIICH KBanM(pUKaIWK, B TOM YHCIE SBISIONIMMUCS
CTOPOHOM JI0T0BOpa O ceTeBoil (hopme peannzay 0Opa3oBaTEIbHBIX IPOTPaMM U (WIIN) IOTOBOPA O MPAKTHYECKOH
MOATOTOBKE 00YYarOIIUXCsl.
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3.2 IlepeyeHb 000py/I0BAHNS U OCHAIIEHUS, PACXOIHbIX MAaTEPHAJIOB, CPEeACTB 00y4eHHUsI U BOCTIMTAHUS

[lepeuenr 00OOpymOBaHWS W OCHAILEHUS, PACXOJHBIX MAaTEPUAJIOB, CPEACTB OOYYEHHS M BOCIMTAHUS MPEICTaBJICH

B 3aBUCHMOCTH OT BHJIa aTTecTaluu, ypoBHs 1D npencrasiex B Tabiuie Ne 10.

[lepeuenb 000pyAOBaHUS U OCHAIIIEHUS, PACXOIHBIX MaTEPUAJIOB, CPEJCTB 00YUEHHUS U BOCIIUTAHUSI MOKET OBITh JIOMOJTHEH

o0pa3oBaTENbHOM OpraHu3alie ¢ 1EeIbl0 CO3JaHUs HEOOXOIUMBIX YyCIOBHMM nia ydactuss B JID  oOywarommxcs

n3 4uciia JIUI ¢ OIrpaHNYCHHBIMHA BO3MOKHOCTAMU 3J0POBBA U 06yqa}om1/1xc;l N3 4ucia I[CTGIZ-HHB&JIHI[OB 1 MHBAJINJOB.

Tabomauma Ne 10

KoJ-Bo pa6ounx mect: 10

KosinuecTBo 30H 3acTpoiiku nmiomaakm: 1

30HBI IVIOIAAKH

HanMmeHoBaHHE 30HBI ILNIOIIATKH
(HAaUMEeHOBaHUE MOIYJISl 321aAHHA)

Kona 30HBI IUIOIIAAKHT

Bup arrecranun/yposens /19
(ITA, TUA/1D BY, TUA/D 1Y)

Brimonnenue padot

1o IIPOEKTUPOBAHUIO CeTeBOU
UH(PaCTPYKTYpPbI

Opranuzanus CETEBOTO
aJMUHHCTPUPOBAHUS

Dkcmyaranus OOBEKTOB  CETeBOU
MH(GPaCTPYKTYpPbI

TIA, TUA/ID BY, TUA/ID TTY

Ilepedyenb 000pyaOBaHNS M OCHAIICHHS, PACXOIHBIX MATEPHAJIOB, CPEICTB 00y4eHHUsI H BOCIIUTAHUS

No HanmenoBanue

MuHuManbHbIe (PaMOYHBIC) TEXHUYECKUE
XapaKTEPUCTUKU

Kou-Bo
Ha 1
pabouee
MECTO

Enununa
U3MEpPEHUS

Kon-Bo
Ha
oO1miee
YHUCIIO

Koz 30HBI
IUTOIIAIKH

Bun
arrecranun/
ypoBeHb 1D




pabounx

MECT
Ilepeuenn o0opyroBanus
[TepconanbHbI KOMIIBIOTEP B coope:
- CPU: ue menee Intel Core i15-10400, 4,3 'ty uiiu aHaor;
- RAM: HE  McHee 12 I'b wmm  ananor;
-HDD: #we wmemee 1000 I'b wumm  amamor;
- ceThb: Texnosorust Ethernet cranmapra 100BASE-T unu
[lepcoHANIbHBIN KOMITBIOTEP aHaior; 114,
B cGope - BUJICOKAPTA: HE MEHEe MHTETPUPOBAHHAA B CPU Intel T 10 T'MA/1D BY,
UHD Graphics 630 ¢ BO3MOXHOCTBIO IMTOAKITIOYCHUS TBYX I'A/J1D 1Y
MOHHUTOPOB WIH aHAaJIOT;
- MOHUTOD: HE MeHee 27 W aHaJIor;
- KJIaBHaTypa: CTaHAapTyas NpPOBOAHAS WJIM aHaJor;
- KOMITbIOTEpHAs "MbIIIb'": CTAaHIAPTHBINA IPOBOJAHOMN WK
aHAaJIOT;
XapakTepucTUKU  TO3UIMM — HAa  YCMOTPEHHE 114,
OnepanmonHasi cucteMa 0Gpa3oBaTEbHOM OpraHH3aIIH T 10 I'MA/1D BY,
TUA/D ITY
[IA,
p p 5 TUA/JD TTY
110 JUIST npocMoTpa | XapakTepUCTUKH  TO3UIMK —  HAa  YCMOTPEHHUE TIA,
nokyMmeHToB B (popmare PDF | o6pazoBatenbHOl opranuzanuu T 10 THA/IS BY,
I'MA/J1D 1Y
1A,
[1O nns apxuBarmn z(gr?:?f;fé;i?;z opll}a(:p?;ilf/m - Ha yeMoTpenue IIT 10 I'MA/1D BY,
TUA/D ITY
IIA,
[1O ang BupTyanuzanuu 3)(621 p;;;;f;;i?g% o :a(:;l;m;ﬂ - Ha yoMolperue T 10 I'MA/12 BY,
p p H TUA/D TTY
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[IA,

7 | OducHprit maxer XapaKTepHCTHKHv HO3UIMM — HAa  YCMOTPEHHE 1 wr 10 A TUA/ID BY,
00pa3oBaTebHON OpraHu3aIuu THA/IID ITY
g | PaGounii cron XapaKTepHCTHKHv NO3UIMM — HAa  YCMOTPEHHE 1 e 10 A ™ Al/_[];[% BY,
00pa3oBaTebHON OpraHu3aIuu THA/JID TIY
g | Pabounii cTyn XapaKTepHchHv NO3UIMM  — HAa  YCMOTPCHHE 1 wr 10 A ' Al/_[Il[Ag BY,
o0pa3oBaTenbHOI OpraHu3aluu THA/IID ITY
OO11ee KOIMYECTBO PO3ETOK: HE MeHee 4
. HomunansHoe Hanpsixenue: 220 B IIA,
10 Ceresoi puitbTp MakcumanbHasi MOIIHOCTh MOJKIOUEHHON Harpy3ku: He 1 T 10 A I'MA/1D BY,
Menee 2400 Bt TT'A/ID ITY
Bupl 321U ThL: OT eperpy3Ku, OT UMIYJIbCHBIX MIOMEX
1A,
11 | MOY XgpaKTepHchHv NO3UIMM —  HAa  YCMOTPCHHE 1 wr 1 A THA/ID BY,
o0pa3oBaTenbHOI OpraHu3anuu THA/IID TTY
Cepesep
CPU ne menee Intel Xeon Gold 6130 X 2 wiu aHaszor
C RAM He menee 128 r6 nim aHanor 1,
12 | “©€PBep 1 T 1 Ab T'MA/IID BY,
SSD ne menee 500 ro x 5 unu ananor TUA/JID TIY
HDD ne menee 1Th nnu ananor
cetb: TexHosorusi Ethernet crannapra 1000BASE-T
IlepeyeHb pacxoHBIX MATEPHAJIOB
[IA,
1 | Bymara A4 fg‘p;‘fgsféif{f; . r“af;‘;“in T Ha YoMoTperue | gy fHCT 500 A TUA/JD BY,
P P B TUA/JID ITY
1A,
2 | Pysxa mapucosas Xepuerepuenr | mosun |~ yewotpertie | wr |20 | A | mHADY,
'MA/J1D 1Y
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XapaKTepI/ICTI/IKI/I IIO3NIIUH - Ha YCMOTPCHUC

[IA,

Kapanngam . 20 LIT 20 I'MA/1D BY,
00pa3oBaTebHON OpraHu3aIuu THA/IID ITY
OcHalleHue cpeacTBaMu, 00eCreYuBAIOIIMMI OXPAHY TPY/AA M TEXHUKY 0€30I1aCHOCTH

ITA,
Alrtedxa XapaKTepHchHu MO3UIMK — HAa  YCMOTPCHHE 1 e 1 TUA/ID BY,
o0pa3oBaTeNbHOI OpraHu3aluu THA/IID ITY

XapakTepuCTUKH  TO3UIUM  —  Ha CMOTpEHUE 114,
Orserymurenb PAKTep . H Y p 1 T 1 I'MA/I13 BY,
00pa3oBaTeNbHON OpraHu3aIuu TUA/JID TIY

K 19 X — 14,
( yiep / : 1 gpaKTepHchMu TIO3UITUHN Ha  YCMOTpEHHUE 1 wr 1 THA/ID BY.,
XOJIOJTHAs/TOpsiYast BoAa o0pa3oBaTenbHOI OpraHu3aluu THA/IID ITY
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3.3 IIpumMepHblii M1aH 3acTpoiiku miaowaaku J19.

TpedoBanus k 3acTpoiike miomaaku 19

[IpuMmepHbIi U1aH 3acTpoiiku miomanku /3, npoBoguMoro B pamkax IIA,

NpeACTaBiicH B npwioxkeHnrn Ne 2 k Hacrodmemy ToMy Ne 1 oneHOYHBIX

MaTCpUuaIoB.

[IpumepHbIid T1aH 3acTpoiku miomanku /1D BY, npoBogumMoro B pamkax

['A, npeacrasien B npuioxeHnun Ne 3 k Hactosmemy Tomy Ne 1 omeHOYHBIX

MaTepraoB.

[Ipumepnsblii Tian 3actpoiiku miomanku 1D IIY (uHBapuaHTHas 4YacThb

KOJl), mpoBomumoro B pamkax ['MA, mpexacraBien B mnpuioxkeHun Ne 4 k

HacrosmeMy ToMy Ne | OIEHOYHBIX MATEPHUAIIOB.

O6HII/IG Tpe6OBaHI/IH K SaCTPOﬁKe IIomaaKu IIPpCaACTaBJICHBI B Ta6J'II/ILI€

No 11.
Ta6muma Ne 11
HanmeHnoBanue TexHn4eckas XapaKTepuCTHKA (ONHCAHHE) Kona 30Hb1
IUIOIIAIKHU
[Inomane 30HLL: He MeHee 1 kB.M. Ha 1 (0AHOTO y4yacTHHKA) A
Ocaelenue: Ha pabouunx cronax — 300-500 nrokc. (He menee 500 A
JIFOKC)
WntepHer: BO3MOKHOCTh ~ IOJKIIOYEHUS K  IPOBOJHOMY A
nHTepHety Beex [IK mnm anamoros.
DNEeKTPUUECTBO: 220 BoabT nojkitoueHus k cetu 1o (220 BosnbT) A
KoHTyp 3a3emieHus A | KOHTYp 3a3€MJIEHUS JOJDKEH COEIUHATH KOpITyC A
AJIEKTPOITUTAHUS M CETH | DJIEKTPOYCTAHOBKH C 3a3EMIISTFOIIIUM KOHTYPOM,
CJ1a00TOYHBIX C LeNbl0 MpPeJOTBpAIlEHUs] TOPAXKEHUS TOKOM
MOJIKJIFOUEHU I paboTaroIMX U HAXOIAIIMXCS B HETIOCPEICTBEHHOMN
OJIM30CTH JIIOJeH
[TokperTHE MONA: JIOJDKHO OOecreynBaTh 0€30MacHOe MepeMelIeHue, A

HE UMETh BBICTYIIOB B MECTaX COCTBIKOBKH
JIIEMEHTOB MOKPBITHS, CTIOCOOCTBYIOIINX
TpaBMupoBanmio_20 M? Ha BCIO 30HY




3.4 TpebGoBaHus K COCTaBY IKCIEPTHBIX TPy

KonunyecTBEHHBIHM

COCTaB DKCIEPTHOU

Ipynnbel  ONpEneisieTcs

oOpa3oBaTeILHON OpraHu3alliuei, UCXO/s U3 Yucia CAAIIMNUX OJHOBpeMeHHO [[D

06yT—IaIOIHI/IXC$I. OI[I/IH 9KCIICPT AOJIZKCH MMCTb BO3MOKHOCTb OLICHUTH PC3YJIbTAThI

BBIITOJIHCHU S O6y‘IaIOHII/IMI/ICH 3aJaHus B IIOJTHOM MCpPC COITTACHO KPUTCPHUAM

OLICHHUBAHMSL.

KonuyectBo 3kcneproB /IO BHE 3aBUCMMOCTH OT BUAA aTTECTAllMU, YPOBHS

J1D npencrapneHo B Tadsmre Ne 12.

Tabmuma Ne 12

Kou-Bo padouunx mect MakcuMasibHOe KOJI-BO Kou-Bo 3xkcnepToB
B LIIJID 00y4YarOIIUXCS- (onnoBpemenno B LIIT/1J)
y4acTHHKOB /19D
(onnoBpemenno B L{I1J19)
1 1 3
2 2 3
3 3 3
4 4 3
5 S) 3
6 6 3
7 7 3
8 8 3
9 9 3
10 10 3
11 11 3
12 12 3
13 13 3
14 14 3
15 15 3
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3.5 MWHCTpYKIHA MO TeXHUKE 0€30MACHOCTH
1. Texnnueckuii 3KCIEPT NOA NOANUCH 3HAKOMUT TJIaBHOT'O SKCIIEPTA, YJICHOB
AKCIEPTHOM TPyNIbl, OOyYarolmUXcsa ¢ TpeOOBaHMSAMU OXpaHbl Tpyda U

0€30MacHOCTH MPOU3BOCTBA.

2. Bece yyactHukd /IO DOJKHBI COOMIOIATh YCTAaHOBJIEHHBIE TPEOOBAHUS IO
OXpaHE€ Tpyda M MPOU3BOJCTBEHHON O€30IIaCHOCTH, BBINOJHATh YKa3aHUs

TEXHUUYECKOTO SKCIEpTa MO COOTIOACHHIO YKa3aHHBIX TPEOOBaHUM.
NHucTpykuus:

B MMpoHeCCC BLIMMOJHCHUS JK3aMCHAIIMOHHBIX SaI[aHI/Iﬁ N HaXOXACHHS Ha

IIOMAAKE ITPOBCACHHA OK3aMCHA YHAaCTHHUK 00s3aH YETKO CO6J'IIOI[3TBZ
— HHCTPYKIHH I10 OXPaHC TPpyda U TCXHUKC 6630HaCHOCTI/I;
— HC 3aXO0OUTDb 3a OI'paKACHUA U B TCXHUYICCKHUC ITIOMCIIICHHA,
- CO6J'IIOI[3TI> JIMYHYIO TUTUCHY,
— IIPUHUMATD ITUITY B CTPOI'O OTBCACHHLBIX MCCTAX;

— CaMOCTOSTEJILHO UCIIOJIb30BaTh HHCTPYMEHT U 000pYI0BaHHE, pa3pEIICHHOS

K BBIIIOJTHCHHIO 3K3aMCHAILIMOHHOT'O 3a1aHHs.

Vuactoukam npu pabore ¢ IIK  gomkHBl  OBITH  OpTAaHU30BAHbBI

TEXHOJIOTUYECKHE MepephIBbl HA 15 MUHYT uepe3 kaxbie 1 yac 30 MUHYT paboOTHI.

3anpentaercs HaxoauTbes Bosne IIK B BepxHel onexnae, MpUHUMATh MHUIILY,
yHOTpeOJIATh BO BpeMsl padOThI aJIKOTOJIFHBIC HAITUTKH, a TAK)KE OBITh B COCTOSTHUN

AJIKOI'0JIbHOT'O, HAPKOTHYCCKOI'O WX APYIrOoTro OIIbAHCHMUA.

Pabora Ha 1uIoIaKe MPOBEACHHS dK3aMEHA Pa3peliacTcsl HCKIIOYUTEIIBHO B
NPUCYTCTBUH 3KCIepTa. 3arpeliaeTcss MPUCYTCTBUE Ha IUIOIMIAIKE MPOBEICHUS

9K3aMCHa IOCTOPOHHUX JIMII.

[To Bcem Bompocam, CBA3aHHBIM € pabOTON KOMITBIOTEPA, ClIeyeT 00paniaThCs

K TEXHUYECKOMY JKCIEPTY.
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YyacTHUK 3K3aMeHa AOJDKCH 3HATh MCCTOPACITIOJIOKCHHUC IICPBUIHBIX CPCIACTB

MMOKapOTyICHUA U YMCTb UMHU I10JIb30BATHLCA.

[Ipn HecyacTHOM cilydae NOCTPAJABIIMI MM OYEBHJIEL] HECUACTHOIO CIIydast

00s13aH HCMCAJICHHO COO6HII/ITI) O CIIYUHUBIICMCA SKCHepTaM.

Ha IIOMAaAKE IIPOBCACHUA DK3aMCHA HAXOIHUTCS allTCUYKaA HepBOﬁ IIOMOIIIH,
YKOMIUICKTOBAHHAA HW3ACINAMU MCIUIOMHCKOIO HA3HAYCHUA, C€C HCO6XOI[I/IMO
HCIIOJIB30BaTh AJIA OKa3aHUA HepBOI‘;I ImoMoIy, CaMOIIOMOIIIH B CIIy4asiaX ITOJIYUCHUA

TPaBMBL.

B cinyyae BO3HMKHOBEHHUSI HECUACTHOIO Cilydas Wi OOJIE3HM y4acTHHKA, 00
ATOM HEMEJIEHHO YBEAOMIIIETCS [ JTaBHBIN 3KCIIEpT. | TaBHBINA SKCIEPT MPUHUMAET
pELIEHHE O HAa3HAYEHUU JOIOJIHUTEJIBHOIO BpPEMEHM A ydactus. B ciydae
OTCTPAHEHUs YYaCTHUKA OT JAJbHEHIIEro y4acTHs B dK3aMeHe BBUly OOJIE€3HU WU

HECUYaCTHOTO CJIy4asi, OH MOJIYIUT Oasuibl 3a JII00YI0 3aBEpIICHHYIO PaboTy.

BBII]IGYK&?)&HHBIC ClIy4dau ImomJIciKat 00s13aTeNbHON perucTpanuu.
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3.6  OOpa3ubl 3a1aHus

HaunmenoBaHmue MOAYJA 3aIaHUA

Bun
arrecTauuu/ypoB
enb /1D
(ITA, TUA/ID BY,
T'UA/J1D T1Y)

Monayasb 1: BoinosiHeHre padoT 0 NPOEKTUPOBAHMUIO CeTEBOl MHPPACTPYKTYPbI

3aganue Moy 1:
OO6pasen 3aganust A IEMOHCTPAIMOHHOTO SK3aMEHA TI0 KOMILIEKTY
OIICHOYHOM JOKYMEHTAIIHH.

[Ipenucnosue:

AJIMUHHCTPUPOBAHUE CETEH U CHCTEM SIBJISIETCS OJHOU U3 KITFOUCBBIX
3a7a4  OpPU CO3JAaHMM M HOMACPKKE  HHGOPMAIMOHHOM
UHPPACTPYKTYphl ~ OpraHu3aiui. KadecTBeHHass HAacTpoOWka u
YHpaBJICHUC CETCBBIMH KOMIIOHCHTAMH, CCPBEpaMU KU CCPBUCAMU
UIpaeT BAXHYIO pOJb B OOECICUCHHH CTAOWIBHOW M Oe30macHOM
paboThI Bcell CHCTEMEI.

JlaHHO€ 3a7jaHKe TPEACTABISAET COO0 KOMIUIEKCHYIO IPOTPaMMY 10
aJIMMHHUCTPUPOBAHUIO, KOTOpas BKIIOYaeT B ce0s HECKOJIBKO
Moayne. Kaxapli MOIyllb OXBaThIBAE€T PA3JIMYHBIE ACHEKTHI
HACTPOMKM ¥ TOIICPKKA CHCTEMbI, HauWHas C 0a30BOU
KOH(UTypallMi YCTPONCTB M 3aKaHUMBas pealu3alvei CI0KHBIX
CEPBUCOB U TEXHOJIOTHH.

Monayns A mocBsiieH 0a30BOH HAcTpoOMKe YCTPOMCTB, BKIIOYast
MPUCBOEHUE UMEH, pacuer [P-agpecannn U HaCTPOWKY BHYTPEHHEH
JUHAMMYECKON MapIIpyTH3alMi. OTH IIard IO3BOJISIOT CO3/4aTh
OCHOBY ISl TaIbHEHUILIEro pa3BUTHUS U MAacIITAOMPOBAHUS CETH.

Moayns b dokycupyercss Ha  Hactpoiike  DNS-cepsepa,
CUHXPOHM3AallUd BPEMEHHM MEXAYy YCTPOHCTBAMHM, peau3aliu
daiimoBoro  SMB(NFS)-cepepa u apyrux CepBHCOB, TaKHUX Kak
MOHHUTOPHHT U LEHTp cepTuduKkaiuu. Bee 3Tu maru HanpajeHbl Ha
oOecnieueHrne O0€30MaCHOCTH, JOCTYHMHOCTH M (YHKIHMOHAIBHOCTU
CHCTEMBI.

Monayns B Britouaer B ceOsi HACTpOMKY 3alMIIEHHOTO TYHHEIS
Mexay odpucamu, yrnpasieHue TpahuKoM U KOHPUTypupoBaHue BeO-
cepBepa. OTU Mepbl CIOCOOCTBYIOT OO€CHeueHHI0 O0e30MacHOCTU
KOMMYHHKAIMI, KOHTPOJIIO0 TpaduKa U MPeJOCTaBICHUIO JOCTYyIMa K
BEO-TIPUIIOKEHUSIM.

llenp naHHOTO 3aaHHUSI COCTOMT B TOM, YTOOBI pa3paboTaTh U
HACTPOUTh KOMIUIGKCHYIO CHCTEMY, KOTOpas  YIOBIETBOPSET
TpeOOBaHUSIM 0€30I1aCHOCTH, (YHKITMOHATBHOCTH H
npou3BoauTENbHOCTH. PaboTa B pamMkax 53TOoro 3amaHusi TpeOyer
rIIyOOKUX 3HAHWI ¥ HABBIKOB B 00J1aCTH aIMUHUCTPUPOBAHUS CETEH U

TIA, TUA/JID BY,
THUA/ID ITY
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CUCTEM, a TaK)K€ YMEHHS MPUMEHATb COBPEMEHHBIE TEXHOJOTHU U
METOIBI TSI JOCTHIKEHUS IOCTABIECHHBIX LIETIEH.

VYuTHTe, 4TO B HEKOTOPBIX 33aHUSIX HEOOXOAUMO COCTaBUThH OTYET O
NpOJIETaHHOM paboTe B HIICKTPOHHOM BHJIE.

Tononorus cetn

( INTERNET \

BpeMeHHOe
noaknuyeHne

HQ-R BR-R

HQ-SRV BR-SRV

[
€

\ HQ / \ BRANCH /

3aganue 1 moay.as 1

1. BemonHuTte 6a30BYI0 HACTPOUKY BCEX YCTPOUCTB:
a. IIpucBouTh NMEHa B COOTBETCTBUU C TOIOJIOTHEH
b. Paccumraiite  IP-ampecammio  IPvd  u  IPV6.
Heo6xoaumo  3amomHuth  Tabmuiy  Nel, d9ToOBbl
HKCIEPTHI MOTJIM TIPOBEPUTH Ballle pabouee MecTo.
c. Ilymanpeco ms cetn oprica BRANCH - ne 6onee 16

d. Ilyn agpecos mns cetu oduca HQ - He Oonee 64
Tab6muma Nel

Hms yerpoiicTBa IP
CLI

ISP
HQ-R
HQ-SRV
BR-R
BR-SRV
HQ-CLI
HQ-AD
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2. HactpoiiTe BHyTpEHHIOIO THHAMHYECKYIO MAPIIPYTU3AIUIO IO
cpenctBam FRR. Bribepute u 06ocHylTEe BHIOOp MPOTOKOJIA
JUHAMHAYECKOM  MapLIpyTu3aluud U3  pacu€ra, 4YTO B
JalbHENIIeM ceTh OyJeT MacITabupoBaThCs.

a. CocraBbTe TOMONOTHIO ceTH L3.
3. Hactpoiite aBTOMarnueckoe pacupenencHue IP-aapecoB Ha

poytepe HQ-R.
a. YuTHTe, 4TO y CepBepa AOJDKEH OBITh 3ape3epBUPOBAH
azpec.

4. Hactpoiite JOKaJIbHBIC YYETHBIC 3aIIUCH Ha BCEX YCTPOHCTBAX
B COOTBETCTBUU C TAOIULEH 2.

Tabmuma Ne2

Yuérnasn IMapoJab IIpumeyanue
3aluChb
Admin P@sswOrd | CLI HQ-SRV

HQ-R
Branch admin | P@sswOrd | BR-SRV BR-R
Network P@sswOrd HQ-R BR-R BR-
admin SRV

5. H3mepbTe NpOMYCKHYIO CHOCOOHOCTH CETH MEXIy ABYMS
yanmamu  HQ-R-ISP mo cpenctBam yrumuter  iperf 3.
[IpenocraBbTe ONKCaHKe NPOITYCKHOM CIIOCOOHOCTH KaHalla Co
CKPUHIIOTaMH.

6. CocraBbre backup CKpHUNTHI Ui COXpaHEHHS KOH(PHUTypanuu
ceTeBbIXx  ycrpoiictB, a uMmenHo HQ-R  BR-R.
[IponemoHcTpHpyiiTe UX padboTy.

7. Hactpoiite mnoaxmtoueHue mno SSH jmns  yman€HHoro
KoHurypupoBanus ycrpoiictBa HQ-SRV mno mopry 2222.
VYurure, yTo BaM HE00XOJUMO IIEpPEHANIPABUTH Tpa(dUK HA ITOT
MOPT IO CPeJICTBAM KOHTPOJIUPOBaHUS Tpaduka.

8. Hactpoiite xoHTpoas nocryna g0 HQ-SRV no SSH co Bcex
yctpoiicTs, kpome CLI.

MO)Iy.]'IB 2: Opraﬂnsaunﬂ CETEBOIo aIMUHUCTPUHPOBAHUSA

3aganue MoyIns 2 I'MA/1D BY,
1. Hacrpoiite DNS-cepBep Ha cepBepe HQ-SRV: I'MA/AD ITY

a. Ha DNS cepBepe HE00X0IUMO HACTPOUTH 2 30HBI
3ona hg.work, Takxe He 3a0ypTe HACTPOUTH OOPATHYIO 30HY.

Nmsa Tun 3anucu Anpec

hg-r.hg.work A, PTR IP-apgpec

hg-srv.hg.work A, PTR IP-apgpec
3ona branch.work

Nmsa Tun 3anucu | Agpec

br-r.branch.work A, PTR IP-anpec

br-srv.branch.work | A IP-agpec
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2. HacrpoliTe CHHXpOHU3AIIO BpEMEHU MEX/1y CETEBBIMU
yCTpoHCTBAMHU I10 ITPOTOKOTy NTP.

a.

b.

d.

B kauecTBe cepBepa noiwkeH Bbictynath poyrep HQ-R
CO CTpPaTyMOM 5

Ucnonesyiite Loopback untepdeiic Ha HQ-R, kax
HCTOYHHUK CepBepa BpEMEHU

Bce ocranbHble yCTpoOWCTBA M CepBepa JOJKHBI
CUHXPOHM3UPOBATh CBOE BpeMs ¢ poyrepoM HQ-R
Bce ycTpoiicTBa 1 cepBepa HaCTPOEHBI HA MOCKOBCKHIA
yacosoii nosic (UTC +3)

3. Hactpoiite cepBep momeHa BbIOOp, €ro TUIa OOOCHYWTE, Ha
06aze HQ-SRV wuepe3 web unTepdeiic, BEIOOP TEXHOJIOTHI
obocHyiiTe.

a.
b.

BBenurte mamuasl BR-SRV u CLI B ga"HbIi 1OMEH
Opranusyiite oTCcIeKUBaHUE MOAKITIOYCHUS K TOMEHY

4. Peammsyiite ¢ainoBeiii SMB i NFS (BeiOop obocHyliTe)
cepBep Ha 6ase cepepa HQ-SRV.

a.

b.

JIoMKHBI  OBITH ONMYOJUKOBAHBI OOINME TMANKH 110
Ha3BaHUSIM:
i. Branch_Files - Ttompko mus moiab3oBaTens
Branch admin;
ii. Network - Tonpko mis nomp3oBarens Network
admin;
iii. Admin_Files - Tonpko s mmOJB30BATENS
Admin;
Kaxmass mamka 1oDKHA MOHTHPOBATBCS Ha BCeEX
cepBepax B mamky /mnt/<name folder> (manpumep,
/mnt/All_files) aBTomMaTnyecku npu BXoje JOMEHHOTO
MOJIb30BaTENsl B CHUCTEMY U OTKIIOYaThCS TMPHU €ro
BBIXOZIE U3 CecCHUU. MOHTHUPOBATHCS JTOIKHBI TOJBKO
JOCTYITHBIE TI0JIH30BATEINIO KATAIOTH.

5. Ckondurypupyiite Bed-cepsep LMS Apache na cepsepe BR-

SRV:
a.

b.

C.

Ha rnaBHOW cTpaHulle TOJKEH OTPAXKATHCA HOMEP
MecTa

Hcnonp3yiiTe 6a3y nanabix mySQL

Co3paiiTe moyib30BaTeNeii B COOTBETCTBUHM C TaOIUIIEH,
MapoJid y BCex mosb3oBareneit «P@ssword»

NMonb3oBaTesnb pynna
Admin Admin
Managerl Manager
Manager2 Manager
Manager3 Manager
Userl WS
User2 WS
User3 WS
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User4 WS

User5 TEAM
User6 TEAM
User7 TEAM

6. 3amycrute cepsuc MediaWiki ucnone3ys docker na cepsepe
HQ-SRV.
a. Ycranoute Docker u Docker Compose.
b. Cosmaiite B goMaliHEeld IUPEKTOPHH IIOJIb30BATEIISA
daitn wiki.yml st npunoxxernst MediaWiki:

i. CpeacrBamu  docker compose  JOJKEH
CO3/1aBaThCs CTEK KOHTEHHEPOB c
npunoxxenneM MediaWiki u 6a30ii JaHHBIX

Ii. Hcmone3yiite nBa cepBuca;

iii. OcHoBHo#i kouTeiitnep MediaWiki gomkeH
Ha3pIBaThCs Wiki W HCIOJNB30BaTh 00pa3s
mediawiki;

iv. ®@aitn LocalSettings.php ¢ KOppeKTHBIMH
HACTPOWKAMH  JIOJDKEH  HAXOJWThCS B
JOMaITHEH ramnke TI0JIE30BATEIISI "
aBTOMATHYECKH MOHTHPOBAThLCS B 00pa3s;

v. KonreitHep ¢ 0a3oifi [aHHBIX  JIOJKEH
HaspiBaThes db 1 ucmonb30BaTh 006pa3z Mysql;

vi. OH nmokeH co3gaBaTh 0a3y C Ha3BaHHEM
mediawiki, IOCTYymHYI 1O CTaHJApPTHOMY
nopTy, Uisd monb3oBarens wiki ¢ mapoiem
DEP@sswOrd;

vii. bBa3a moymkHa XpaHUTBCS B OTIIENIBHOM Volume ¢
HazBanuem dbvolume.

MediaWiki nomkna ObITh HOCTymHA u3BHE yepe3 mopt 8080.

Mopnynb 3: Ikeniiyatanusi 00beKTOB ceTeBoil HHPPACTPYKTYPbI

3aganue Moy 3:

1. PeanusyiiTe MOHUTOPHHT 110 cpeacTBaMm ISyslog aa Bcex Linux
XOCTax.
a. CoctaBbTe OTYET O TOM, KaK pabOTaeT MOHUTOPUHT

2. BeImmonHATE HACTPOWKY IeHTpa cepTudukanuu Ha 6aze HQ-
SRV:
a. Bwimaiite cepTudukarsr mist SSH;
b. Beinaiite cepTudukathl i BeO CEpBEPOB,;

3. Hactpoiite SSH Ha Bcex Linux xocrax:

Banner ( Authorized access only! );

VYcranoBute 3anper Ha JOCTYH root;

OTkiII04YHMTE ayTeHTU(DUKALHIO IO TAPOITIO;

[lepeBenuTe Ha HECTaHIAPTHBIN MOPT;

OrpannubTe BBOJ ONBITOK 10 4;

OTKIIIOUHTE MTYCThIE MAPOJIH;

YcranoBute mpenen BPEMEHHM ayTeHTHUKAUU 10 5
MUHYT;

@rooo0oe

TUA/IID TV
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4.

6.

10.

h. VYcranoBure aBTOpM3aNMIO 1O CepTH(UKATY BBIJAHHBIM
HQ-SRV

Peanusyiite aHTUBUpPYCHYIO 3amuTy 1o cpeacrsam ClamAV

Ha ycrpoiictBax HQ-SRV u BR-SRV:

a. Hacrpoiite ckaHuMpOBaHHME CHUCTEMBI pa3 B CYTKH C
COXpaHEeHHEM OTuéTa

I. YuTHuTe, 4YTO CKaHUPOBAaHHE JOJDKHO IIPOBOJIUTCS IIPU

YCIIOBUH, YTO OT MOJIb30BaTeNIeH HET Harpy3KH
Hacrpoiite cucremy ynpasnenus tpaduxom Ha poyrepe BR-R
JUIS KOHTpOJIA BXOZsIIero Ttpaduka B COOTBETCTBUU CO
CJIEYIOIMMU IIPABUIIAMHU:

a. Pazpemmure moxmkmrodeHuss Kk mopram DNS (mopt 53),
HTTP (nopt 80) u HTTPS (mopt 443) a1 BCeX KJIMEHTOB.
DT NOPTHl HEOOXOAMMBI JUIsi paboThl HACTPAUBAEMBIX
CITY k0.

b. Paspemute paboTy BHIOPAaHHOTO MPOTOKOJIA OPraHU3ALUH
3alllMIIEHHON CcBsA3U. PaspelieHue nopToB JOKHO OBITH
BBITNIOJIHEHO 0 MPUHIMITY "HE0OX0ANMO U JOCTaTOYHO".

c. Pagpemmrte paboty mnpotokonoB ICMP (mpoTtokon
yIpasiieHus coobmeHusmu Internet).

d. Paspemmte padoty mpotokoia SSH (Secure Shell) (SSH
UCIOJIB3YETCS JUIsl O€30MacHOro YAaJIEHHOro J0CTyna U
yIpaBiIeHUs] YCTPOHUCTBAMHU ).

€. 3amperurte BCce NPOYME MOAKIIOUEHUS.

f. Bce apyrue moaxiIrOueHUs JODKHBI OBITh 3aIPEIICHBI TSI
oOecrnieueHus 6€30IaCHOCTH CETH.

Hacrpoiite Buptyanbnbiid npuHtep ¢ nomouibto CUPS nis
BO3MOXXHOCTH T€4aTh JOKYMEHTOB W3 Linux-cuctembl Ha
cepepe BR-SRV.
Mexny opucamu HQ u BRANCH ycranoBuTe 3ammimieHHbINA
TYHHENb, TIO3BOJSIOUIMM  OCYHIECTBIISATH  CBS3b  MEXKAY
peruoHamu ¢ MPUMEHEHUEM BHYTPEHHUX aJIPECOB.
Ilo cpeacTtBaM ye HaCTPOEHHOTO MOHUTOPHHIA YCTAHOBUTE
CIIEyIOIME TapaMeTphbl:
a. Warning
I. Harpy3ska npoueccopa 6ombiie nim pasHa 70%
ii. 3amoJHEHHOCTh OMEPAaTHBHON HaMATH OOJbINE WITH
pasHa 80%
iii. 3amosHEHHOCTH IUCKa OOJIbIIIE WK paBHA 85%
b. Hanumure mnan aeWictBus mnpu noiydenun \Warning
cooOmieHni
Hacrtpoiite mporpammasiii RAID 5 u3 muckoB mo 1 TI6,
KOTOpBIE MOAKIIOUEHBI K MainHe BR-SRV.
Hacrtpoiite Bacula na cepsepe HQ-SRV mns pesepBHOTO
KonupoBaHus etc Ha cepBepe BR-SRV.
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[Tpunoxxenue Ne 1 k O1IeHOUYHBIM

Marepuasiam (Tom 1)

Pexomenaanuu no ¢popmupoBannio Bapuatusuoit yactu KO/,

BAPUATHBHON YaCTH 32IaHUSI U KpUTepHeB oueHuBanus s 12 IIY

OOpaszoBaTenbHasi OpraHu3anus OPU  HEOOXOAUMOCTH CaMOCTOSITEIIBHO
dbopmupyeT conepkanue BapuatuBHoi yactu KO/I v BapuaTuBHON YacTH 3a1aHUS
i 10 IIY Ha ocHOBe KBadu(UKAIMOHHBIX TPEOOBAHUM, 3asBICHHBIX
OpraHu3alusIMHu, padOTOAATENSIMU, 3aUHTEPECOBAHHBIMU B TMOATOTOBKE KaJpOB
COOTBETCTBYIOIIEH KBaIM(PHUKAIIMKA, B TOM YHCJE SBISIOMIUMUCS CTOPOHOM
JIOTOBOpa O ceTreBoil  (opme peanuzanuu  00pa30BaTENbHBIX  MPOTPaAMM
U (WJIM) T0TOBOPA O MPAKTHYECKON MOATOTOBKE 00YyYaIOIMIUXCS.

I[Ipu  dopmupoBanuu  coxepxkaHusi  BapuatuBHOM  uvactu  KOJI
st J1D ITY pekomeHyeTcst uCIoab30BaTh HUXKECIEytomye GopMbl TaOIHII.

Nudopmanus o npogokuTenbHOCTH JID npo@uiabHOTO YpOBHS C y4eTOM

BapuaTUBHOM YacTu popmupyercs o ¢popme cornnacHo tadmuie Ne 1.1.

Taomuma Ne 1.1

Bun Yposens 19 CocraBHasi 4acThb MpopomxurensHocTs 19
aTTecTalMu KO (ue 0oJ1e€)
(uuBapuanTHas/
BAPHATHBHAS YaCTh)
'NA POGMITEHBINA COBOKYITHOCTB 0:00
WHBapUaHTHOU U <MpodonHumenbHOCMb He
BapMAaTHBHOU YacTel | 6osee 4,5 acmpoHoMuYecKux
yacoe>

ConepxarenbHas CTpykTypa BapuatuBHOM wactu KO/ mna D IIY
(xBanmupukanmoHHble TpeOoBaHus paboromareneit) dopmupyeTcss 1o Gdopme

coryiacHo Taoymuel Ne 1.2,
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Taomuma Ne 1.2

Ne
n/n

Buj nessiteibHOCTH

Ilepeuennb
OlLlCHUBaeMBIX
KOMIIeTeHIIN I

IlepeyeHb oneHUBaeMbIX
YMeHHUIi, HABBIKOB

Pacnpenenennie OamioB no KpuTepusiM oueHuBanus s D 1TV

(BapuatuBHas yacTh) B pamkax [ A ocymiecTBisieTcs 1o popme coriiacHO TabJIUIIbI

Neo 1.3.
Ta6mua Ne 1.3
Ne Monyab 3agaHus Kpurepuii oueHuBanust BasLint
n/n
BCEI'O (BapuaTuBHas yacth KOJI) 20,00

[Tpu popmupoBanuu BapuatuBHoi yactu KO/l qst 19 ITY B wactu nepeuns

0o0OpyZOBaHUS M OCHAILEHUS, PACXOJHBIX MAaTEpPHANOB, CPEICTB OOyYEHHUS

Y BOCIIUTAHUS PEKOMEHIyeTCs HCII0JIb30BaTh opmy Tabmuiel Ne 10.

IIpu ¢opmupoBanun BapuatuBHod uactu KOJ nmna D IIY B wyactu

MPUMEPHOTO TJIaHA 3aCTPOMKUA PEKOMEHIYETCs] MCIOJb30BaTh (OpMYy TaOJIUIIBI

Ne 11. Ilpu sToM mpUMEpHBIN MJIaH 3aCTPONKU TIIOMIAIKA TPU HEOOXOIUMOCTH

MOKET OBITh JIOMOJIHEH 00BEKTAMH y4eOHO-TIPOU3BOICTBEHHOW UHMPACTPYKTYPHI,

HE0OXOMMOM JIJIs1 BBITIOJIHEHUsI BapuaTuBHOM 3ananus /O [1Y, pazpabarsiBaemoint

oOpa3zoBaTeILHON OpraHu3alen ¢ ydacTueM paboTo1aTelei.
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Bapuarusnas uacte 3amanus /IO I[1Y dopmupyercs mo ¢opme coriacHo

tabmuite Ne 1.4.

Tabnuua 1.4

HanmMeHoBaHHe MOAYJIsl 3a/1aHUA

Bun
arrecrauun/
ypoBenb /{J

Monynb 3aanus:

3agaHue MOyJIst

JICRINY
BapuaruBHas
yacts KOJ|

36




Kputepun ouenuBanusi k BapuatuBHoi yactu KOJ| (k BapmaruBHOM uyactu 3amanus /(D I1Y) popmupyrorcs cormacHo

tabmune! Ne 1.5.

Tabmwuma Ne 1.5

HanmenoBanmne
MOJIYJIS 3aJIaHUs
(Bup
po(hecCHOHATTLHOM
JEATETLHOCTH)

Kpurepuit
OIICHUBAHUS

[Tonkpurepuit
OLICHUBAHUS
(ymenus,
HaBBIKH/
MPaKTUYECKUN
OTIBIT)

Omnucanue OLICHKHU ITOAKPUTEPUA

Konkpernsie
OIICHUBAEMBbIE
JIEUCTBUSA
(omeparun)
WM Habop
NEUCTBUI 1
OIICHKH
MOJIKpUTEPUS

Onucanue
pe3ynbrara
BBINTOJHEHUS
KOHKPETHOTO
JIeHCTBUS
(omeparun)
MTOIKPUTEPHSI
B Oatax

MaxkcumansHbIi

0aJlI OLICHKHA
MOJIKPUTEPHS
- 2 Oamia

Bec
MOJAKPUTEPUS:
- He MeHee 1;

- mar 0,5;
- He Oonee 3.

Hrorossrit
MaKCHUMaJILHBIN
0amn
MIOAKPUTEPHS

Cxema orieHuBanus (B 6ayuiax) npezactasieHa B Tadmuie Ne 1.6.

Tabmuma Ne 1.6

CxeMa oLleHUBAHUSA

2 0ania | ;melicTBHe (Oomepariusi) BHIMOJHEHA B TTOJTHOW MEPE COTJIaCHO YCTAaHOBJICHHBIM TPEOOBAHUSIM
1 6asn neiicTBre (omeparus) BHITOJIHEHA, HO HI)KE YCTaHOBJICHHBIX TpeOOBaHU (MMEIOTCS HE3HAYUTENbHbIE OIINOKN)
0 6anusioB | neiicTBue (omepalysi) He BBIMOJIHEHA, pe3yIbTaT OTCYTCTBYET
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[Tpunoxenue Ne 2 K OLIECHOYHBIM

matepuanam (Tom 1)

IIpuMepHbIH NUIaH 3acTPOUKH MIomAAKu /[, npoBoanmoro B pamkax ITA

Kop 30HbI IuIOIaaxkm: A

Nerenga

Pabouee mecto {1kl m wm
donee) B CcoCTEEE: CTOA, CTYA,
CHCTEMHBIA  GA0K, MOHMTOP,
MblWE, KN3EWETYRE, Hadop NC

@ CrHeTylWHTENb

IEJ AnTeyxa
KommyTaTop,/maplpyTusatop

B600 M

Fﬂ. 000 pm—>| [MoeET GbiTh B CEPBEPHON)
N L LHE MeHee 300_) @ NogknoueHue 220 B (po3eTku)
mn @ MogkNo4eHHE K NOKANBHOR CETH
é ' . @ BuknouaTens
[=] =
[=] i E % B| Cepeep  (vower Obmb B
I F——— = B cepsepHoi)
E—

7200 mma
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[Tpunoxenue Ne 3 K OLIECHOYHBIM

matepuanam (Tom 1)

IIpuMmepHbIi U1aH 3acTpoiiku iiomaaku /19 BY, nposoanmoro B pamkax 'MA

Kop 30HbI IuIOIaaxkm: A

Nerenpa

PaBouee mecto (Ixl m M
Honee) B CcoCTaee: CToA, CTyA,
CACTEMHBIA  OAOK, MOHMTOP,
MblWE, KN3EMaTyYpa, Habop NO

@ OrHeTylwuTaNb

IEJ AnTedxa

prre KommyTaTop/MapIWpyTHIaTOR
=5 B 2
— [MoeT ObITb B CEpBEPHOM)

6600 mm

k—1000 mm—|
N /L .HE MeHee 300% @ Nogkniosenwne 220 B (po3eTsd)
@ MMogKND4EHKE K NOKENEHOR CETH
é ' ' @ Buknwouatens
g i ! % t Cepeep (momer Obmb B
I = @ = = cepsepHoi)
E—

7200 mm
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[Tpunoxxenue Ne 4 kK O1[EHOYHBIM

matepuanam (Tom 1)

IIpumepHbIi 1aH 3acTpoiiku momaaku /13 1Y, nposoaumoro B pamkax 'MA

Koa 30HBI ITOIAAKK: A

Nerenpa

Pafouee mecto (Ixl m wm
donee) B COCTEEE. CTOA, CTYA,
CHCTEMHEIH  GN0K, MOHMTOP,
MblWE, KN3EMaTypa, Hatop NO

@ OrreTywsxTens

IEJ AnTeyxa
KommyTaTop,/maplpyTusatop

[MOET GbITb B CEPBEPHOM)

6600 Mmm

k—1000 mm—s|

Mograouenue 220 B (po3eTtrn)

LHE MeHee 300%
MM HDP,H.FIID'\-IEHHE K NOKENEHOW CETH

8!
=

BrikntouaTenb

Cepeep  (mower Obmb B
CEPEEPHOI)

@) = =z

7200 mm
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